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From the INTERNATIONAL SEARCHING AUTHORITY 



MACRAE & CO. 
P.O. Box 806 
Station B 

9™WA,Ontoio fy&tted~ 



Canada, KIP 5T4 



J/pM7 , 



PCT 



NOTIFICATION OF TRANSMITTAL OF 
THE INTERNATIONAL SEARCH REPORT AND 
THE WRITTEN OPINION OF THE INTERNATIONAL 
SEARCHING AUTHORITY, OR THE DECLARATION 

(PCT Rule 44. 1) 



Date of mailing 15 December 2006 (15-12-2006) 

(day/month/year) 



Applicant's or agent's file reference 
32225 



FOR FURTHER ACTION See paragraphs 1 and 4 below 



International application No. 

PCT/CA2006/001562 



Applicant 

ENTRUST LIMITED 



[ X ] The applicant is hereby notified that the international search report and the written opinion of the International Searchinj 
Authority have been established and are transmitted herewith. 



Filing of amendments and statement under Article 19 : 

The applicant is entitled, if he so wishes, to amend the claims of the in 1 , 



When? The time limit for filing such amendmen 
international search report. 



istional application [sec Rule 46) : 
months from the date of transmittal of the 



[), Switzerland, Facsimile No.: 441 22 338 82 70 
For more detailed instructions, see the notes on the accompanying sheet. 

[ ] The applicant is hereby notified that no international search report will be established and that the declaration under Attiite 
I7(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith. 

[ ] With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that : 
[ ] the protest together with the decision thereon has been transmitted to the international Bureau together with the 

applicant's request to forward the texts of both the protest and the decision thereon to the designated Offices. 
[ ] no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made. 

Reminders 

Shortly after the expiration of 18 months from the priority date, the international application will be published by the 
Bureau. 1 1 the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international appli~" ; ~ 
claim, must reacB the International Bureau as provided in Rules %bis. I and90&w.3,respectiv -'- 11 - 
preparations for the international publication. 

The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to tl 
International Bureau. The Internationa! Bureau will send a copy of such comments to all designated Offices unless an interna 
preliminary examination report has been or is to be established. These comments would also be made available to the publi ' 
before the expiration of 30 months from the priority date. 

jpect of some designated Offices, a demand for international preiiminaly 

ishes to oostpone the entry into the national phase until 30 months from the prior v J 
r); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed acts c 
before those designated Offices. 

In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19 



- _ rr Jication, or of he , 

, respectively, before the completion of th s technii 



inical' 



Name and mailing address of the ISA/CA 

Canadian Intellectual Property Office 

Place du Portage 1, CI 14 - 1 st Floor, Box PCT 

50 Victoria Street 

Gatineau, Quebec K.1 A OCT 

Facsimile No.; 001-819-953-2476 



Authorized officer 



Chantal Hebert 8 1 9- 953-4957 



Form PCT/JSA/220 (October 2005) 



(See notes on accompa tying sheet) 



NOTES TO FROM PCIVISA/220 

These Notes are intended to give instructions concerning the filing of amendments under Article 1 9. The Notes are based on the 
requirements of the Patent Cooperation Treaty, the Regulations and the Administrative Instructions under that Treaty. In case of 
discrepancy between these Notes and those requirements, the latter are applicable. For more detailed inibnnation, see aI*o the PCT 
Applicant's Guide, a publication of WIPO. 



In these Notes, "Article," "Rule" and "Section" refer to t3 
Administrative Instructions, respectively. 



! provisions of the PCT, the PCT Regulations ami the PCT 



INSTRUCTIONS CONCERNING AMENDMENTS UNDER ARTICLE 19 

The applicant has, after having received the international search report and the written opinion of the International 
Authority, one opportunity to amend the claims of the international application, h should however be emphasized that, sin ^e all parts 
of the international application (claims, description and drawings) may be amended during the mtematiorial preliminary e; amination 



procedure, there is usually no need to file amendments of the claims under Article 1 9 except where, e.g. the applicant wan s the latter 
to be published for the purposes of provisional protection or has another reason for amending the claims before in eraational 
publication. Furthermore, it should be emphasized that provisional protection is available in some States only (see PCT/ pplicant ' 
Guide, Volume I/A, Annexes Bl and B2). 

The attention of the applicant is drawn to the fact that amendments to the claims under Article 19 are not allowed! where the 
International Searching Authority has declared, under Article 17(2), that no international search report would be estab isaed (see 
PCT Applicant's Guide, Volume I/A, paragraph 296). 

What parts of die international application may be amended? 

Under Article 19, only the claims may be amended. 

During the international phase, die claims may also be amended (or further amended) under Article 34 before the International 

Preliminary Examining Authority. The description and drawings may only be amended under Article 34 br* ' 

International Preliminary Examining Authority. 



When? Within 2 months from the date of transmittal of the international search report or 1 6 months from the priority date, wbi 
limit expires later, it should be noted, however, that the amendments will be considered as having been received on tirm 



received by the International 
preparations for international publication (Rule 46. 1). 



Where not to file the amendments? 



e limit but before the completion of th 5 technical 



The amendments may only be filed with the International Bureau and not with the receiving Office or the International 
Searching Authority (Rule 46.2). 

Where a demand for international preliminary examination has been/is filed, see below. 

How? Either by cancelling one or more entire claims, by adding one or more new cl aims or by amending the text of one or more of the claims 
as filed, 

A replacement sheet must be submitted for each sheet of the claims which, on account of an amendment or amendments, c iffers from 
the sheet originally filed. 

AH the claims appearing on a replacement sheet must be numbered in Arabic numerals. Where a claim is cancelled, no 
renumbering of the other claims is required. In all cases where claims are renumbered, they must be renumbered 
consecutively (Section 205(b)). 

The amendments must be made in the language In which the international application is to be published. 
What documents must/may accompany the amendments? 
Letter (Section 205(b)); 
The amendments must be submitted with a letter. 

The letter will not be published with the international application and the amended claims. It should not be confused wit! 
"Statement under Article 19( 1 )" (sec below, under "Statement under Article 1 9(1 )"). 
The letter must be in English or French, at the choice of the applicant. However, if the language of the international application 
is English, the letter must be in English; if the language of the international application is French, the letter must be n French. 
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NOTES TO FORM FCT/TSA/220 (continued) 



The letter must indicate the differences between the claims as filed arid the claims as amended. It must, in particular,! indicate, in 
connection with each claim appearing in the international application (it being understood that identical indications concerning several 
claims may be grouped), whether 

(i) the claim is ui , , 

(ii) the claim is cancelled; 
(in) the claim is new; 

(iv) the claim replaces one or more claims as filed; 

(v) the claim is the result of the division of a claim as filed. 

The following examples illustrate the manner in which amendments must be explained in the acc< 

1 . [Where originally there were 48 claims and after amendment of some claims there are 5 i ]: 
"Claims 1 to 29, 3 1 , 32, 34, 35, 37 to 48 replaced by amended claims bearing the same numbers; 
claims 30, 33 and 36 unchanged; new claims 49 to 5 1 added." 

2. [Where originally there were 15 claims and after amendment of ail claims there are 1 1]: 
"Claims 1 to i 5 replaced by amended claims 1 to 1 1 ." 

3. [Where originally there were 1 4 claims and the amendments consist in cancelling some claims and in adding new els imsj; 
"Claims I to 6 and 14 unchanged; claims 7 to 13 cancelled; new claims 1 5, 1 6 and f 7 added." or 
"Claims7to 13 cancelled; new claims 15, 16and 17added; all other claims unchanged." 

4. [Where various kinds of amendments are made]: 
"Claims I -10 unchanged; claims 1 1 to 13, 18 and 19 cancelled; claims 14, 15 and 1 6 replaced by amended 
claim 14; claim 1 7 subdivided into amended claims 1 5, 16 and 1 7; new claims 20 and 2 1 added." 

"Statement under Article 19(1)" (Rule 46.4) 

The amendments may be accompanied by a statement explaining the amendments and indicating any impact that such a nendments 
might have on the description and the drawings (which cannot be amended under Article 1 9( ] )). 

The statement will be published with the international application and the amended claims. 

It must be in the language in which the international application is to be published. 

It must be brief, not exceeding 500 words if in English or if translated into English. 

It should not be confused with and does not replace the letter indicating the differences between the claims as filed and 
It must be filed on a separate sheet and must be identified as such by a heading, preferably by using the words "Statement utjd er Article 
19(1)." 

It may not contain any disparaging comments on the international search report or the relevance of citations contained in [hat report. 
Reference to citations, relevant to a given claim, contained in the international search report may be made only in connect on 
amendment of that claim, 



Consequence if a demand for international preliminary examination has already been filed 

If, at the time of filing any amendments and any accompanying statement, under Article 1 9, a demand for : 

examination has already been submitted, the applicant must preferably, at the time of filing the amendments (and any statement) with 
the International Bureau, also file with the International Preliminary Examining Authority a copy of such amendments ( Mid of any 
statement) and, where required, a translation of such amendments for the procedure before that Authority (see Rules 55.3(t ) and 62.2, 
first sentence). For further information, see the Notes to the demand form (PCT/IPEA/401). 



If a demand for iniemational preliminary examination is made, the written opinion of the International Searching Authority drill, 
m certain cases where the International Preliminary Examining Authority did not act as International Searching Authority and 
it has notified the International Bureau under Rule 66.1iw(b). be considered to be a written opinion of the International F reli 
Examining Authority. If a demand is made, the applicant may submit to the International Preliminary Examining Autho ily 
to the written opinion together, where appropriate, with amendment's before the expiration of 3 months from the dateof mailt lg 



PCT/ISA/220 or before the expiration of22months from the priority date, whichever expires later (Rule 43^w,"(c))"~ 

Consequence with regard to translation of the international application for entry into the national phase 

The applicant's attention is drawn to the fact that, upon entry into the national phase, a translation of the 
claims as amended under Article 19 may have to furnished to the designated/elected Offices, instead of, or 
in addition to, the translation of the claims as filed. 



except 
I where 
F reliminary 
- y a reply 
of'Form 
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PCT 

INTERNATIONAL SEARCH REPORT 

(PCT Article 18 and Rules 43 and 44) 







Applicant's or agent's file reference 

32225 


FOR FURTHER see Fo ™ PCT/ISA/220 

ACTION 38 we '^ BS * wnere applicable, item 5 below 




International application No. 

PCT/CA2006/001562 


Internationa! filing date (day/month/year) 
22 September 2006 (22-09-2006) 


(Ear!iest)Priority date (day/month/y 
30 September 2005 (30-09-200 


} 


Applicant 

ENTRUST LIMITED 




Article i 8. A copy is being Iransmitred to the International Bureau. 
This international search report consists of a total of JL sheets. 

[X ] It is also accompanied by a copy of each prior an document cited in this report 


ding to 


1. Basis of the report 

a. With regard to the language, the international search was carried out on the basis of: 
[X] the international application in the language in which it was filed 

[ ] a translation of the international application into , which is the lan 
of a translation furnished for the purposes of international search (Rules 1 2.3(a) and 23.1(b)) 

h. ( ] With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I 

2. [ } Certain claims were found unsearchable (see Box No. 11) 

3. [ ] Unity of invention is lacking (see Box No. HI) 

4. With regard to the title, 

[ X 1 the text is approved as submitted by the applicant 

[ ] the text has been established by this Authority to read as follows : 

5. With regard to the abstract, 

[ X ] the text is approved as submitted by the applicant 

[ 1 the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box No. IV. The applicant 
may, within one month from the date of mailing of this international search report, submit comments to this Authority 

6. With regard to the drawings, 

a. the figure o f the drawings to be published with the abstract is Figure No. 1 

[ X ] as suggested by the applicant 

[ ] as selected by this Authority, because the applicant failed to suggest a figure 

[ ] as selected by this Authority, because this figure better characterizes the invention 

b. [ ] none of the figures is to be published with the abstract 


;uage 
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ENTERNATIC L SEARCH REPORT 






' international application N 
;CT/CA2006/001562 

i 




A. CLASSIFICATION OF SUBJECT MATTER 

IPC: H04L 9/32 (2006.01) 
According to International Patent Classification {IPC) or to both national classification and IPC 




B. FIELDS SEARCHED 




Minimum documentation searched (classification system followed by classification symbols) 
IPC: H04L 9/32 (2006.01) using keywords 




Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 




Electronic databases) consulted during the international search (name of databases) and, where practicable, search terms used) 
Delphion, Canadian Patent Database, TEEEXplore, Scholar 

Keywords: authentication, challenge, reply, response, password/passphrasc, off-line, on-line, mutual, two-factor, zero knowledge 




C. DOCUMENTS CONSIDERED TO BE RELEVANT 




Category* 


Citation of document, with indication, where appropriate, of the relevant passages 


Relevant to claim Nc 




A 
A 
A 


US4795890; "Device Authentication System for On and OtTLine Use"; Goldman, 
R.; January 3, 1989 (03-01-1989) 

[col. 2, lines 7-48], [col. 3, lines 7-54], [col. 7, lines 13-29], [Figure 1] 

US2005/0033688; "Methods and Apparatus for a Secure Proximity Integrated 
Circuit Card Transactions"; Peart « a!.; February 10, 2005 (10-02-2005) 

[Abstract], [0017], [0018], [0097], [0103], [0105], [0I07]-[01 14) 

US2005/0 144450; "Method and Apparatus for Providing Mutual Authentication 
Between a Sending Unit and a Recipient"; Voice, C; June 30, 2005 (30-06-2005) 

[whole document] 


1-78 
1-78 
1-78 




[ ] Further documents are listed in the continuation of Box C. [X] Sec patent family annex. 




* Special categories of cited documents: ~v Uter docuntent published alter the international filing daie or priori 
" A " {^"f^^generals^of^artwhicKisamconsidered u^^rinc^e OT^wry^i^ler^^i^^e*^^entfon G ^^^ understand 

special reason (as specified ) corfjfaed .with one or tnore other .sue? KS^dh^inatic 
"O" document referring to an oral disclosure, use. exhibition or other means being c*«ous to a persoi! skilled «n the art 

T document published prior to the international filing date b»t later tb» "*" ** W ' at ° f ** 
the pnonty dale claimed 


1 


Date of the actual complet ion of the international search 
6 December 2006 (06-12-2006) 


Date of mailing of the international search report 
!5 December 2006 (15-12-2006) 




Name and mailing address of the 1SA/CA 

Canadian Intellectual Property Office 

Place du Portage I,CI 14- 1st Floor, Box PCT 

50 Victoria Street 

Gatineau, Quebec Kl A 0C9 

Facsimile No.: 00 1 (8 1 9)953-2476 


Authorized officer 

Lawrence J. Engel 819-997-2936 




Form PCT7IS A/2 i 0 (second sheet ) (April 2005) r, 


age 2 of 6 











INTERNATIC L SEARCH REPORT 


' 'ntemational application No. 




Information Ou patent fain 


lly members 


CT/CA2006/001562 

i 




Patent Document Publication 


Patent Family 


Publication 




Cited in Search Report Date 


Members) 


Date 




US4795890 03-01-1989 


NONE 






US20OSO3365S8 10-02-2005 


AT25832gTT 


15-02-2004 






AT3U634TT 


15-12-2005 






ALT775976BB2 


19-08-2004 






AU781322BB2 


19-05-2005 






AU226350I A 


03-07-2001 






AU32875Q! A 


31-07-200! 






AU434730I A 


17-09-2001 






AU650780I A 


03-12-200! 






AU7090700A 


26-03-2001 






AU7349800A 


10-04-200! 






AU200324S849 Al 


23-01-2004 






AU2003259100A1 


23-01-2004 






AU2003265262AI 


23-01-2004 






AU2003287337 Al 


03-06-2004 






AU2004216969A1 


16-09-2004 






AU2004231226A1 


23-12-2004 






BR0013822 A 


23-07-2002 






BR0014018 A 


21-05-2002 






BR020S536 A 


14-09-2004 






BR02 10962 A 


08-06-2004 






BR0304735 A 


06-07-2004 






CA2382882 A! 


15-03-2001 






CA2382922 Al 


08-03-200! 






CA2397722 Al 


26-07-2001 






CA2410006A1 


29-11-2001 






CA2442518AI 


10-10-2002 






CA245235I Al 


23-01-2003 






CA2458143 Al 


15-01-2004 






CA25 18481 Al 


16-09-2004 






CN1235175CC 


04-01-2006 






CN 13 76292 A 


23-10-2002 






CN 1539246 A 


20-10-2004 






CN 1682222 A 


12-10-2005 






CZ20020744 A3 


18-02-2004 






CZ20020776 A3 


11-09-2002 






DE60007883D D! 


26-02-2004 






DK1222620TT3 


18-04-2006 






EP 121 2732 A2 


12-06-2002 






EP 1222620 A2 


17-07-2002 






EP1261945 A2 


04-12-2002 






EP1350J75A1 


08-10-2003 






EPI386268 A2 


04-02-2004 






EP1413150A2 


28-04-2004 






EP1563421 A2 


17-08-2005 






EPI599818 A2 


30-11-2005 






EPI6I0897A1 


04-01-2006 






ES2215064TT3 


01-10-2004 






ES2256037TT3 


16-07-2006 






HK1047810 Al 


1 1-08-2006 






HK1048S5O Al 


21-10-2004 






HR2GQ20180A2 


30-06-2004 






HR20020197 A2 


31-10-2004 






HU0202471 A2 


28-11-2002 






HU0202700 A2 


28-12-2002 






IL148319DD0 


12-09-2002 






IL148320DD0 


! 2-09-2002 






PU54415A! 


12-01-2004 
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INTERNATIf 


L SEARCH REPORT 


' "iternationa! application No. 
;T/CA2006/001562 






PT1212732TT 


30-06-2004 






RU2252451 C2 


20-05-2005 




RU2265247C2 


27-11-2005 




SH212732TT1 


31-10-2004 




TR2002O12S0TT2 


2 1 -08-2002 






TR200201399TT2 


21-11-2002 






TR200202436TT2 


21-01-2003 






TW2402Q9B B 


21-09-2005 






TW504647B B 


01-10-2002 






TW535078B B 


01-06-2003 






TW544605BB 


01-08-2003 






TWS48564B B 


21-08-2003 






US6581839B1 


24-06-2003 






US6742704 B2 


01-06-2004 






US6749I23 B2 


15-06-2004 






US6764014 B2 


20-07-2004 






US6997378 B2 


14-02-2006 






US7035872 B2 


25-04-2006 






US7059531 82 


03-06-2006 






US7070II2B2 


04-07-2006 






US7093767 B2 


22-08-2006 






US7119659 B2 


10-10-2006 






US712147! B2 


! 7- 1 0-2006 






US2001 034720 A1 


25- 1 0-200 1 






US2002070279 Al 


1 3-06-2002 






US2002 143626 A 1 








US200218S509A] 


11 11 ">I\M 






US2002 194068 A 1 








US2O030332I1 Al 


1 3-02-2003 






US2003 130895 A! 


1 0-07-2003 






US2003141373 A1 


3 1 -07-2003 






US2003167207 Al 


04-09-2003 






US2O032OO144 Al 


23-10-2003 






L'S20040!0449A1 


15-01-2004 






US2004020992 Al 


05-02-2004 






US200404945I Al 


1 1 -03-2004 






US2004 H8930A1 


24-06-2004 






US2004 138989 At 


j 5-07-2004 






US20041S8532 A1 








US20042 10448 Al 


21-10-2004 






US2OO4210449A1 








US2004225602A! 


11 - ! i -2004 






US2004230488A1 








US2004232220A1 


25-1 1-2004 






US200423222I Al 


25-1 1-2004 






US2004232222 Al 


25-1 1-2004 






US2004232224 Al 


25-1 1-2004 






US2004233037 Al 


25-1 1-2004 






US2004233038 Al 


25-1 1-2004 






US2004233039A1 


25-1 1-2004 






US2004236699 Al 


25- 1 1 -2004 






US2004236700A1 


25-1 1-2004 






US2004236701 Al 


25-1 1-2004 






US2004238620A1 


02- 1 2-2004 






US2004238621 Al 


02-12-2004 






US2004239480AI 


02-12-2004 






US200423948I Al 


02-12-2004 






US2004243468 Al 


02-12-2004 






US2004243520A1 


02-12-2004 






US2004249839A1 


09-12-2004 






US2004252012A1 


16-12-2004 






US2004254835 Al 


16-12-2004 






US2004257197AI 


23-12-2004 






US2004260646 Al 


23-12-2004 




Form PCT/ISA/2 ] 0 (extra sheet) {April 2005) ' " 


age 4 of 6 



INTERNAT1C L SEARCH REPORT 


^ international application No. 




.'CT7CA2006/001562 


f K:OAA<AfLi£A£ A 1 


06-01-^005 


US2005Q0492I Al 


06-0 1 -2005 


r $C0AACft033<o a 1 


A^-AO OAA^ 


US2005033619 Al 


1 0-02-2005 


US2Q05033686 Al 


1 0-02-2005 


05200503368? Al 


1 0^02-2005 


US2005033689 Al 


10-02-2005 


\ tcoaa<a*< i oo a i 


1 7-02-2005 


US200503 87 1 S A 1 


1 7-02-2005 


US2005G38736 Al 


1 7-02-2005 


1 TCOAA^AlSO-41 Al 
UbZUWUio/41 Al 


1 7-02-2005 


US2005043992 Al 


24-02-2005 


US200505 1 633 Al 


1A A3 OAA^ 


T rCTAA<A£A01} Al 


1 7-03-2005 


1 IC0AA<A01 0** 1 A 3 


3 1-03-2005 


US2005O77349 Al 


1 4-04-2005 


US2005 116810 A 1 


02-06-2005 




AO A7 OAAS 


US2005J60QQ3 Al 


2 1 -07-2005 


T ICOAA^ T«£Q< A I 


28-07-2005 


US20051 71898 Ai 


04-08-2005 


US20O5 177499 Al 


1 1-08-2005 


ncoAA0 07£AA a i 
UbzUlO 1 1 /iUU AI 


1 1 -08-2005 


US2005I7750! Al 


11-08-2005 


US2005 177502 Al 


1 1 -08-2005 


US20O5! 77503 A! 


1 1-08-2005 




25-08-2005 




10-1 1-2005 




1 9-0 1 -2006 


1 !C0AAAA<3A<A A 1 


09-03-2006 


1 ICOAAjCAOjf/toa A 1 


06-04-2006 


US2006074813 Al 


06-04-2006 




26- 1 0-2006 


US2006253329 A 1 


09-1 1-2006 


U/r\A 1 1 AQAA A 1 

wuwi ioyuu pu 


08-03-2001 


WUUI IJ5/4J Az 


15-03-2001 


U/riAl,4<QA") A 1 

WUU140WZ Al 


28-06-2001 


WOO 154082 A2 


26-07-2001 


WOO 167355 A2 


13-09-2001 


WO01 89924 A2 


29-1 1-200! 


WO02079925 A2 


10-10-2002 


WO03007623 A2 


23-01-2003 


WO2004006064 A2 


15-01-2004 


U/m AAJ AAA 1 AT A "> 

WUZUU4UV0 1 OZ Az 


15-01-2004 


WO2004006590 A2 


15-01 -2004 


WUiUU4U44ozj Al 


27-05-2004 


YVUZUU4U lyyjo AZ 


16-09-2004 


WmAACAAIAAl AO 


13-01-2005 


VV UZUUJUoOO iv Ai 


22-09-2005 




22-09-2005 


WO2OO5086894 A2 


22-09-2005 


WO2005086897 A2 


22-09-2005 


WO2005086899 A2 


22-09-2005 


WAIftA^Affft 1 10 AO 
w uzuuou&y 1 it PU 


29-09-2005 


w/"iOAA«neoooo ao 


29-09-2005 


W/Y>AA<AQff057 AO 
WvlxUUjuyS /J ! Az 


20-10-2005 


WO20060 12538 A2 


AO-AO OAAfi 


WQ2006023 1 98 A2 


02-03-2006 


WO2006026600 A2 


09-03-2006 


U/nOAAJUVlGISA AO 

wuzuuoujy tau Az 


i 3-04-2006 


W/V>AiWVfl^£>IO AO 
WUZIAfDU44J4z Az 


27-04-2006 


VL'nOAAAAA'f'v'CI AO 
vVUZtAJOU44jJJ AZ 


27-04-2006 


ZA200202459A 


16-10-2002 


ZA200202460 A 


29-05-2003 
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WR1TTE 'INION OF THE ' •emational application No. 
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Box No. V Reasoned statement under Rule 436«.l(a)(i) with regard to novelty, inventive step or Industrial applicabl 
citations and explanations supporting such statement 




t. Statement 

Novelty (N) Claims L78 YES 
Claims None NO 

Inventive step (IS) Claims j£7S YES 
Claims None NO 

Industrial applicability (IA) Claims 1-78 YES 
Claims None NO 




2. Citations and explanations : 

The claimed invention relates to a method and apparatus for providing user authentication of a recipient unit when the recipient uni 
off-line by storing one of a plurality of challenge-reply sets associated with an article based on an on-line communication with a 
sender unit. 

The following documents appear in the International Search Report: 

Dl: US4795890; GOLDMAN, R. (03-01-1989) 
D2: US2005/0033688; PEART etal. (10-02-2005) 
D3; US2005/0 144450: VOICE, C. (30-06-2005) 

Di discloses an authentication system for off-line authentication of cards during a controlled period of time whereby on-line verific 
required to refresh the card for another period of off-line use [col. 2, lines 7-48], A transaction device (card) stores rime-related at 
specific data (magnetic stripe) which is used to regulate and validate the card and the cardholder bv first and second level authentic 
processes [col. 3, lines 7-54), [col. 7, lines 13-29], [Figure 1]. 

D2 discloses a method and apparatus for a smartcard system to provide secure transaction completion in a contact or contactless em 
using an RF proximity integrated circuit payment device by providing authentication data without intervention from the smartcard h 
[Abstract], [0017]. The system comprises a smartcard in communication with a merchant smartcard or an RF reader communicant 
cardholder authentication and transaction authorization data. A merchant system retrieves information from the smartcard and del 
if the transaction is to be performed on-line or off-line, whether there are any restrictions (risk factors) placed on the transaction acc 
which processing applications are supported by both the smartcard and the merchant system [00 1 8] , [0 1 03]. D2 also discloses (hi 
authentication may be performed using a "challenge/response" algorithm [0097], [0105] and, for off-line authentication, the mercha 
authenticates the smartcard using static or dynamic authentication data (cryptogram), public/private key certificates and hash values 
validate the card and cardholder [0 1 07]-[01 1 4]. 

D3 discloses a method and apparatus for providing mutual authentication between a user and a target resource using soft or hard tok 
A user possesses an article (card) having sender authentication data stored thereon and the method comprises determining the article 
identification data (serial number or shared secret), sending a challenge which includes location information for the user to identify 
desired sender authentication date located on the article [whole document]. 

The following observations were made: 

Claims 1 -63 are directed to a method and apparatus for providing user authentication of a recipient unit whereby the user can perfor 
off-line authentication using at least one successful challenge-reply set to access a particular resource available through the recipient 
based on an previous on-line communication with a sender unit and claims 64-78 are directed to a method, apparatus and system for 
providing user authentication of a recipient unit by matching at least one received reply to a challenge-reply set with a stored reply 
corresponding to the sent challenge. 

(Continued on Supplemental Sheet) 
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Box No. VHi Certaia observations on the international application 



The following observations on the clarity of the claims, description, and drawings or on the question whether the claims are fully s apported 
by the description, are made : 

Clarity 

The following claims do not meet the requirements of PCT Article 6, since they are not clear and concise: 
In claims 6, 29, 37, 54, 62 and 72, the expression "the challenge" lacks a proper antecedent. 

In claims 7, 23, 30, 38. 55, 73 and 77, the expression "the number of stored challenge-reply sets* lacks a proper antecedent 
In claims 23, 29, 54, 72 and 77,the expression "the article" lacks a proper antecedent. 
In claim 32, the expression "the sender unit" lacks a proper antecedent. 
In claims 52 and 53, the expression "a request from the recipient unit" causes double inclusion. 
Claim 66 is ambiguous since it is dependent upon claim 57 but should be made dependent on claim 65. 

Disclosure 

Page 20, [0080], line 7, the reference label "38" should be "14" 

Page 25, [0092], line 14, the reference label "8 1 0" has been already assigned to the "server". 
Page 27, [0096], line 1 8, the reference label " 1 402" should be " 1 302". 
Page 39, [001 24], line 1 , the inclusion of the sentence "!n addition use of the claim terms includes any representation thereof is ur clear. 
Page 47, [001 42,], line 3,the reference labels "2905" and "2920" should be "2406" and "2408" respectively. 
Page 52, [001 56], line 2, the terms "a the" should be replaced with "the". 

Page 55, [001 62], lines 1 9-20, the phrase "so that al! of less than all" is unclear, the term "of should be "or" 
Page 56, [00 [ 65], line 9. the term "to" should be remoevd. 

Figure 22, the reference label M 32" pointing to the Internet/Intranet cloud should be removed. 

Figure 24, in the text next to input line 32 to Box 2202, the term "user" is misspelled; the label "Y/N" linking Box 2406 and Box : 
unclear; the reference label "2402" associated with the database should be "2404" and the reference label "32" pointing to the 
Internet'lntranet cloud should be removed. 

Figure 33, the reference labels "3305" and "3310" should be replaced with "2915" and "2920" respectively. 
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Supplemental Box 




In case the space in any of the preceding boxes is not sufficient. 

Continuation of: Box V 
Novelty 

The present application describes a method, system and apparatus for providing user authentication of a recipient unit fay matching 
one received reply to a challenge-reply set with a stored reply corresponding to the sent challenge and thereby the user can perfom 
off-line authentication using at least one successful challenge-reply set to access a particular resource available through the recipie 
based on an previous successful on-iine communication with a sender unit. 

Therefore the method, system and apparatus for providing user authentication of a recipient unit based on at least one received rep 
challenge-reply set thereby enabling a user to perform an off-1 ine authentication, using the at feast one successful challenge-reply s 
access a particular resource available through the recipient unit, as defined in claims 1-78, are considered novel in view of Dl thru 
according to (PCT Article 33(2)). 

Inventive Step 

Claims 1- 78 are considered to have inventive step and meet the criteria set out in PCT Article 33(3) because the prior art Dl thru 
not explicitly teach a method, system and apparatus for providing user authentication of a recipient unit based on at least one rcceh 

access a particular resource available through the recipient unit 
Industrial Applicability 

The subject matter of claims 1-78 is considered to have industrial applicability and meet the criteria set out in PCT Article 33(4). 
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